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 What is DHFCS

« Strategic HF Requirement

« The DHFCS Network & Team

* Operational Support

e Current Issues and Challenges
* The Future

» Tour of Network Control Station
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at 1Is DHFCS? -

Delivering Real Time
dio Services to MoD, NATO, OGD & PfP

— Common Control System (Integrated Voice & Data)
— Centralised Operation

. . | |

All enhancements done whilst delivering Services in parallel.

ervice Delivery Based Contract
— All risk for delivery with Babcock (tied to “pay/performance mechanism”)



UK MoD DHFCS Strategic HF Requirement

babcock

Provide compliance with NATO BRASS Program

Centralised Control, Operation & Delivery of all High Frequency Audio /
Voice / Data Services in the UK and OVRS.

— Operation & Maintenance of LF Service

Amalgamation / Upgrading of Legacy RN & RAF Infrastructure &
Control Systems / Technology Refresh

To meet UK SDR for a normal Peacetime Day plus 6 small scale
deployments based upon IER’s as agreed by HQ Land, Air, Navy
Command, PJHQ and NATO

Provide a suitable vehicle to enable UK Defence to exploit advances in
HF technologies and waveforms now and in the future
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DHFCS — The Team

babcock
n-r % \lt == Operations:
- BN \'g"' !’ _ Head of Operations
5T - «Senior Service Delivery Manager

*GOSCC Liaison Manager

'
7

*Project Officers x 2

*Shift Leaders x 5

Engineering / Logistics:
*Deputy Shift Leaders x 5
*Shift Operators x 24

*Head of Engineering

*Dep Hd Engineering

«Station Managers x 7

*Deputy Station Manager x 7
*Engineers / Riggers / Electrical

«Administrative -~ 70

*General Support Staff
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OPERATIONS
CURRENT OPERATIONS >

» Afghanistan
> Guif
> Operational Deployments

ENDURING OPERATIONS >

> Falklands Patrol
> Middle East

> UK

> Caribbean Patrol
> NATO

MARITIME SECURITY >

> Counter Piracy
» Counter Terrorism
> Around the UK

> Counter Narcotics
> Keeping the Sea Lanes Open

www.babcock.co.uk

(O Royal Navy / RFA Platforms

(O Royal Air Force

Information: www.royalnavy.mod.uk
www.raf.mod.uk

DHFCS Support - 315t August 12




The Services |
babcock

. LF Secure Data — Sub Surface Users
. Ship Shore: Automatic Link Establishment (ALE), Non ALE (Secure Data) — STANAG 5066 ARQ & DRC
. Direct Access users Channels (Voice)
. Multi Channel Broadcasts (Secure Data) Surface and Sub-Surface
. Single Channel Broadcasts (Data & Voice)
. NATO Broadcasts (Secure Data)
Off the Air Monitoring (Secure Data)
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Service Availability
by Region
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DHFCS Availability — Data & Voice (Worst Day) [

Sample title Hssn Hut

REL
Transmitter location to grid of Receivers F1561 GM/XXXXXKOXX.V1X
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From UK, Cyprus, Ascension, Falklands* (*Spira-Cone/Fixed direct.)
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TRANSMIT SERVICE
10kW LogP to AIRCRAFT
Voice

From UK, Cyprus,
Ascension, Falklands*
(*Spira-Cone/Fixed direct.)
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USAF HFGCS
Voice IA in place
Data IA in progress

UK North
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UK South
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.
Diego Garcia

Falkland Island - Australian Defence
. —— Force: HFCS
o ~ DHFCS Region 2 Voice & Data
IA in place

Region 3 Coverage & MOU







System & Security Mid-Life Upgrade

System Security & Accreditation

 “Fireguard” hashing password algorithm currently in use
— CESG - Obsolete & End of Life - Jan 2013
— Rollout and Replacement with the “Logfire” algorithm
e Completion for DHFCS 22" Oct 2012

Operating System

« DHFCS Currently Operating on Windows 2000

— MS Support ended July 2010 — DHFCS exposed to
vulnerabilities

— 3" Party Software support could be discontinued

« Faster CPU’s / increased memory on later OS (Windows 7 etc)
— Need to address / upgrade hardware

babcock




System & Security Mid-Life Upgrade Cont'd babcock

Options:

« Hardware & Software Upgrade
— Upgrade to Windows 7
— Upgrade PC’s (Higher performace / better memory)
e Not all 3" Party Software Win 7 compliant
» Possible issues with additional bandwidth

 Virtualisation and Emulation
— Upgrade to Windows 7 (emulation of Win2000)
— Upgrade PC’s
— Virtualisation where possible
* |ssues to be identified in study



Support to Italy (NATO) babcock

NATO through MoD - requested Babcock to provide:
X3 Broadcasts
X3 OTAMS (Off the Air Monitoring Service)
Period of Support - 18 Months
Mediterranean / Black Sea / East of Suez

DHFCS Sizing and Propagation Analysis Completed

Babcock proposal with NATO




HF Advanced Diploma

« BTEC Advanced Diploma in Telecommunications

Qualification designed and delivered by Babcock Defence
Communications, Accredited by BTEC.

e “HF” Orientated Curriculum:

— Operators Diploma
» 1 Yr of Study

— Engineers Diploma (Engineering Biased)
» 1 Yr of Study



Message Handling Systems

e Replacement of Compucat (Ratheon) CMX MMHS
 Rationalisation & Replacement Investigation ongoing:

— 4406 Compliant System
— Broader range of Service Offerings

X.400 Gateway

Strategic E-Mail

IP Gateway

Military Messaging (Annex E)
Maintain ability to provide ACP127



UK — US Memoranda of Understanding

 Implement the UK (MoD) / USA (DoD) Data Information
Agreement (I1A)

— Improved Reach into DHFCS “Region 3”
— Requirement now formally stated by US DoD
— UK MoD formalising Business Case

e 2 Data Services UK to US
2 Data Services US to UK

— Gateway into US HFGCS via USAF Croughton
(Oxford, UK)






The Future babcock

 Continued Resurgence of HF due to:
— Integral part of C? Operations
— Concern over operating in SAT denied environments
 Complimentary to existing SAT Services
— Financial Constraints: HF increasingly attractive.

— Improving Technology — HF increasingly viable as a Strategic
Bearer

 Wideband HF
— Increased throughput / capacity
— Balance of User Requirement v’'s Cost
e Do the same with less infrastructure (Cost Driven)
— Existing Services delivered

* Do more with the same infrastructure (User/Technology
Driven)

— B/W hungry applications / technologies / services
— I/P over HF increasingly attractive (NetCentric Ops)



DHFCS — Future babcock

 Public Private Partnership (PPP) Model — Flexibility

— Changes to contract are possible:

Addition / Reduction of Services
Extension to Contract Length
Optimisation of Services

New Services

— Mutual Agreement

e Babcock & MoD working together to ensure that
DHFCS is fit for the future.



HF in the Long Term: User Services Roadmap
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Questions ?
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